The growing demand for wireless services coupled with the limited availability of suitable electromagnetic spectrum is increasing the need for more efficient RF spectrum utilization. Spectrum allocated to TV operators can potentially be shared by wireless data services, either when the primary service is switched off or by exploiting spatial reuse opportunities. This paper describes a dynamic spectrum access scheme for use in the TV bands which uses cognitive radio techniques to determine the spectrum availability. The approach allows secondary users (SU) to operate in the presence of the primary users (PU) and the OPNET simulation and modelling software has been used to model the performance of the scheme. An analysis of the results shows that the proposed scheme protects the primary users from harmful interference from the secondary users. In comparison with the 802.11 MAC protocol, the scheme improves spectrum utilization by about 27% while limiting the interference imposed on the primary receiver.
Introduction
Wireless systems have become central to business and daily life. There are over five billion mobile cellular users across the world, Parkes et al., [1] and the demand of the wireless technologies and services increases rapidly every year.
Globally, regulatory bodies are becoming aware of the significance of opening up the TV white space which would empower not only the spectrum utilization but also revenue generation. In the United States, the FCC approved the use of TV white space as unlicensed wireless spectrum, Check et al., [2] in November, 2004.
In the United Kingdom OFCOM [3] , OFCOM published proposals in July 2009 for opening up the TV white space to new applications. In Nigeria, the Nigerian Communications Commission, NCC [4] , published a report on national radio frequency spectrum emphasizing on the development of comprehensive and clear-cut policies that will ensure that spectrum resource is optimally utilised for the overall benefit of the nation and therefore, to continue to adopt policies that will ensure that this scarce resource is well managed. Dynamic spectrum access (DSA) is a powerful new concept that promises to provide flexibility to spectrum management, thereby, overcoming the limitations of traditional command and control model which gives a licensed user an exclusive right to a fixed and static amount of spectrum without taking account the time varying nature in the demand of that occupied portion of the electromagnetic spectrum. The traditional spectrum allocation schemes are primarily focused on avoiding interference between the licensed (primary user) and unlicensed users (secondary users) without giving emphasis on the efficient utilization of the spectrum and the maximization of economic benefits in terms of revenue generation. Due to these, most of the spectrum is underutilized most of the time with low average occupancy values of less than ten percent as reported by McHenry [5] . For economically driven dynamic spectrum assignment to be optimally effective, a secondary market must exist that allows spectrum users to choose between capital investment and spectrum usage on a continuous basis, Caicedo and Weiss [6] . Erpek et al. [7] , discuss the impact of man-made noise on the opera-tion of a wireless microphone using TV white space. In their work, they concluded that wireless microphones must have high carrier to noise ratio (CNR) values greater than 60 dB in order to operate reliably. Several MAC protocols have been proposed to implement dynamic spectrum access. Optimization of spectrum sensing and the decision on spectrum access is proposed by Kim and Shin, [8] . Similarly in P. Papadimitratos et al., [9] , negotiations among secondary users for spectrum access to avoid collision due to simultaneous transmission have been reviewed. MAC protocols have also been proposed for multiuser wireless access, see Mullins [10] .
Geirhofer et al. [11] propose a cognitive resource management protocol that, based on sensing, the infrastructure system allocates transmit power and transmission time to reduce interference. This leads to an interference-aware resource allocation. An electromagnetic interference (EMI) aware RTS/CTS protocol, P. Phunchongharn et al., [12] , for an infrastructure-based cognitive system was proposed. The system is designed to avoid harmful EMI caused to medical devices, which are considered to be primary users by allocating appropriate transmit power to the secondary user that satisfies the EMI constraint of the medical devices. The EMI immunity level is defined in terms of the electric field (measured in Volt per meter) in which the medical devices can operate normally and the channel access mechanism was similar to IEEE 802.11 CSMA/CA MAC protocol. Auer et al., [13] propose an interference aware medium access for dynamic spectrum sharing; a receiver transmits a busy signal in an adjacent time multiplexed mini slot upon data reception. Through exploitation of channel reciprocity, other potential transmitters are prevented from interfering by first listening to the busy signal. This paper describes an electromagnetic interference avoidance (EMA) MAC protocol specifically designed to enable dynamic spectrum access (DSA) to TV white space. The effect of the EMA on the performance of the cognitive system in terms of packet loss is investigated. The paper is organized as follows. In Section 2, a model to analyse the proposed system is described; Section 3 discusses interference between the primary and the secondary user; Section 4 describes the proposed channel allocation scheme developed for the system; and performance evaluation of the schemes is then given in Section 5. Finally, Section 6 concludes this paper.
Overview of Cognitive Radio Standards
Regulatory bodies have shown great efforts towards the achievement to enhance spectrum utilization. The FCC recently published the final rules in 2010 [14] , that regulate unlicensed secondary operation in TV white space where the devices are divided into two categories: fixed and personal/portable [15] . Fixed devices can transmit up to 4 W equivalent isotropically radiated power (EIRP) with a power spectral density (PSD) of 16.7 mW/100 kHz. The fixed devices are restricted in operating on adjacent channels of active TV broadcasting channels. While the personal/portable devices are allowed to transmit with a maximum EIRP of 100 mW (with PSD of 1.67 mW/100 kHz) on channels non-adjacent to TV broadcast services and 40 mW (with PSD of 0.7 mW/100 kHz) on channels adjacent to an active TV broadcasting channel.
System Model
In the cognitive radio system proposed in this paper, the primary user is a TV operator using licensed spectrum, whilst, the secondary unlicensed users can only access the channel opportunistically. The transmission has to be controlled in such a way that the primary user (PU), is protected against electromagnetic interference and excessive delay caused by the secondary user (SU). When a client node or user wishes to transmit on a channel it has to sense if the channel is idle before attempting transmission, this is similar to IEEE 802.11. Therefore, a CSMA/CA MAC protocol is adopted and modified to provide cognitive capabilities. Consider a TV broadcast station (primary transmitter, PTx) on a high tower serving a large radius of about 40km as shown in Figure 1 . Spectrum holes could exist if the primary transmitter is not transmitting or the primary receivers, PRx, (TV receivers) are not on. Without careful consideration of the activity of the primary user, the secondary transmitter could cause harmful interference to the primary receiver. Modelling of interference is needed to determine the conditions under which a secondary user can access the spectrum taking account of location and transmit power. The main task of the secondary system is to determine its position relative to the primary transmitters and receivers and to start transmission only if it is sure that it will not cause unacceptable interference to primary receivers. Figure 1 shows the primary receiver, PRx, located at a distance D1 from the primary transmitter, PTx and D2 is the distance between the secondary user transmitter, SUTx and the primary receiver, PRx. If the transmitter of the secondary user is far from the primary receiver, depending on the signal-to-interference ratio (SIR) limit at the receiver of the primary user, both the primary user and the secondary user could transmit data simultaneously. The interference range is denoted by D2 in Figure  1 . Assuming the radius r p represents the service area after the secondary user starts transmitting i.e. protection region (r p ) [16] , where the primary receiver is guaranteed (i.e. the signal level from the PTx is high) to be able to detect the signal from the primary transmitter.
Interference and Channel Modelling
One of the most challenging problems of cognitive radio system is the interference which occurs when the SU accesses the spectrum but fails to become aware of the presence of a PU. Interference in the cognitive radio systems will be a challenging issue, especially in areas of limited channel availability and where network coverage overlaps. Currently, heterogeneous networks share the unlicensed 2.4 GHz band, and interference among them has been the subject of extensive research. Interference cognitive radio networks are classified into two categories [15] .
Interference to/from Incumbents
If there is more than one primary system in the network, there could be interference between the systems as the results of adjacent channel operations. In some cases, the primary systems may interfere with the secondary systems since the primary transmitter transmits with a high transmit power than the secondary systems. In some cases, this high-power interference may actually prevent the secondary devices to report incumbent detection. Avoidance of such interference depends on the location and channel gain between the primary user and secondary users [15] . Interference avoidance technique will provide a novel way of minimizing the interference between the systems exploiting spatial reuse opportunities. The techniques are broadly classified into three groups: interference avoidance, interference control, and interference mitigation.
In interference avoidance, Mitola III, 2000 [17] , secondary system access the spectrum using either timedivision multiple access (TDMA) or frequency-division multiple access (FDMA) to avoid unacceptable interference to primary receivers. Therefore, a cognitive technique is required in this approach to detect and allocate the spectral holes. In the case of interference control system [18] , the primary and secondary systems coexist on the same spectrum with interference within acceptable limits that would satisfy the quality of service requirements of the primary system. In this view, the knowledge of such acceptable interference limits and its effects at the primary receivers is absolutely necessary. While, interference mitigation techniques are quite similar to interference control approaches but in this case adequate knowledge of primary system operation is necessary. Interference mitigation is further classified as opportunistic interference cancellation (OIC) [19] .
Interference amongst Secondary Users
Multiple secondary users may select the same TV channel due to an uncoordinated selection process or limited availability. In such situations, ignorance of each other's transmission may result in overlapping packets [15] . There are several factors that may affect the performance of the networks. Some include the transmit power control (TPC), which may result in better packet reception by the desired network but adversely affect other collocated networks. Other factors are the offered load and packet size. The overlap in time between transmissions of secondary users will also result in interference, and the degree of this overlap and the overall traffic load define the level of interference. It is intuitive that shorter packets would incur lower interference (i.e., smaller packet loss probability) than larger ones, other parameters being equal. Additionally, if offered load in the system is very high, the degree of packets loss would be high which would then degrade the network throughputs.
To address the aforementioned problems, a cognitive radio system needs a transmit power control scheme to allow the coexistence of the PU and SU without causing unacceptable interference between them. Figure 2 shows the interfering signal at the primary receiver. The signal-to-interference ratio depends on the secondary user transmitter power and the distance from the primary receiver. AP is the access point (cognitive radio network base station). The signal strength at both the PRx (primary user receiver) and the SURx (secondary user receiver since the secondary user is a transceiver) is determined by the path loss. There are many published path loss models for a cognitive radio [20] .
receiver as a function of the distance between the primary user receiver and the secondary user transmitter. When the transmit power of the primary transmitter is 100 mW and the secondary user is transmitting at 5 mW. At 0.2 km from the primary transmitter and 0.2 km from the secondary transmitter, the SIR is 13 dB and this increases when the primary receiver moves away from the secondary transmitter and this can be up to 36.9 dB when they are 3 km apart. When the primary receiver moves 1 km from the primary transmitter and 200 m from the secondary transmitter, the SIR degrades to about 0dB. This shows that location of primary transmitter, transmit power of primary transmitter, secondary transmitter location and transmit power of secondary transmitter are key parameters to be considered/controlled when modelling of interference. The main challenge is to determine the optimal transmit power and distance of the secondary user transmitter that will not degrade the SIR at the primary receiver below the threshold level. In order to correctly interpret the received signal at the primary receiver, the SIR must be above a given threshold. Different cellular systems require different SIR thresholds 18 dB, 14 dB, and 9 dB are required as the minimum acceptable SIR protection levels in Advanced Mobile Phone System (AMPS), Digital Time Division Multiple Access (TDMA) Such as IS-136, and Global System for Mobile Communication (GSM), respectively [21] . In this case 6 dB was chosen as the minimum SIR at the primary receiver. In Figure 3 , when the primary receiver is 2 km from the primary transmitter (PUTx), the minimum distance the secondary transmitter has to be from primary receiver is 800 m in other to meet the target of 6 dB SIR. Thus, this
In this paper, the free space path loss (FSPL) model has been used as this gives the worst case interference. The FSPL at a given distance between any two users or access point is given by Equation (1) below:
where d is the distance in km and f is the frequency in MHz. The SIR (signal-to-interference) is defined as the ratio of the wanted signal from the primary user transmitter (PTx) and the unwanted signal from the secondary user transmitter (SUTx) when considering a single primary receiver and secondary transmitter in Figure 2 .
where P i is the interference power in dBm from the SUTx, P R is the received power in dBm and SIR is the signal-to-interference ratio in dB at the primary user receiver. The simulation was carried out using wireless nodes with an operating transmission frequency of 2.4 GHz, receiver sensitivity of -95 dBm and speed of propagation 3 × 10 8 m/s at a distance of 0 -3 km between the SUTx and the PRx. The result is shown in the Figures 3 and 4 . The primary receiver communicates with the primary transmitter whose signal varies with distance from its location. At the same time it receives unwanted signals from the secondary transmitter which is located at some certain distance as shown in Figure 1 . The received signal quality at the primary receiver is typically measured by the signal-to-interference ratio (SIR) which is the ratio of the power of the wanted signal and the aggregated power of the unwanted signals. indicate that, the secondary transmitter is free to transmit on the channel once it is 800 m radius from the primary receiver i.e. (the talk zones) while any transmission within a distance less than 800 m radius is not permissible. In other words, 800 m radius is the non-talk region. This region increases to 1.4 km as the primary receiver moves 3 km from the primary transmitter (PUTx).
Maximum Allowable Transmission Distance between the Secondary User Transmitter and the Primary User Receiver at a Target 6 dB SIR
Based on the analysis of service area, talk zones, non-talk zones and target SIR, the maximum permissible transmission distance for SU from the PU receiver at any given distance of the primary receiver from the primary transmitter as a function of transmit power of the secondary transmitter is evaluated i.e. the values of Ds for distance of 3 km radius in Figure 1 have been determined as shown in Figure 4 .
In Figure 4 , when the PRx is 1 km from the PTx transmitting at 100 mW, and SUTx power is 5 mW, at a target SIR of 6 dB, the non-talk region for SUTx is from 0 -0.6 km. This distance increases to 1km when the PU receiver moves 2 km away from the primary transmitter, and 1.2 km when the SU transmit power is increased to 10 mW. A transmit power control scheme have been designed and the relative positions of the secondary user with respect to the primary receiver have been determined, this will enable the coexistence of the secondary user without causing interference to the primary user in the cognitive radio network.
Channel Allocation and Access
Under this infrastructure-based cognitive radio system model, every secondary user transmits its data through the access point. The access point uses the information about the primary receiver to determine whether to allow the secondary transmission or not. Both the access point (AP) and secondary users perform periodic channel sensing. The sensing results from the SU users are sent back to the AP to construct a spectrum occupancy/ availability map for each geographical location. To initiate connection with the AP, the SU performs spectrum sensing based on primary transmitter energy detection [9] and identifies the available white space (i.e. whether the primary transmitter is ON or OFF). Based on this white space, the SU then scans for a synchronization channel (SCH) transmitted from the AP, this is a beacon which is broadcast from the AP to all secondary users within the cell for time synchronisation and resource allocation information. After the SCH is received, the SU initiates a connection by sending the request-to-send (RTS) packet.
Based on the sensing results (i.e. whether the primary transmitter is ON/OFF), if the PTx is ON, the AP performs admission control tests. In the presence of a PRx, the AP determines if the SUTx is within the interference range of the PRx, this is done by computing the distance of the SUTx to the PRx using the signal transmitted by the SUTx. If it is not, the AP computes the appropriate transmission parameters (i.e. the maximum allowed transmit power for the secondary user to avoid unacceptable interference at the PRx) and this information is sent back with a "clear to send" (CTS) signal to the sec- Copyright © 2012 SciRes. WET ondary user. If the secondary user is within the interference range of the primary receiver, the request for data transmission from the user would be rejected and no CTS signal returned. The AP knows about the presence of primary receivers and their locations since the interference occurs at the primary receiver and the secondary user has to pass through admission control tests as described above. The primary receiver usually emits some local oscillator (LO) leakage power from its antenna terminal when it receives signals from the primary transmitter [22] . In order to reliably determine the location of the primary receiver, a primary receiver detection method would be used to exploits the LO leakage power instead of relying only on the signal from the primary transmitter and detects the presence of the primary receiver directly. The leakage primary receiver power may be up to -90 dBm [23] . To improve sensing performance, memory sensors could be attached to the primary receivers, the sensor will send a beacon signal, which can be detected by the AP, indicating when the receiver is active and using this beacon signal, the AP could compute the sensor's location and using this information gathered by the cognitive network will guarantee that the secondary users will not cause severe interference that would degrade the signal-to-interference ratio at the primary receivers.
Simulation and Results
The performance of the cognitive CSMA/CA protocol is analysed by studying the interference the secondary user transmitter causes to the primary user receiver, and how this interference affects the performance of the network in terms of retransmission as a results of packet loss and its impact on the network throughput. OPNET version 14.5 is used to simulate the network performance. The network model assumes a network area of 4 km × 4 km with four wireless local area network (WLAN) nodes, the primary transmitter, primary receiver, access point and the secondary user as shown in Figure 2 above. All simulations are run for 300 s. A centralised access scheme has been considered, where the SU communicates with the AP that collects all the information from a collaborative group of secondary users and learns about the primary user activity. The data rate for each user is 11 Mbps and the packet inter arrival rate follows the exponential distribution with a mean value of 1000 packets/sec. The packet size is also an exponential distribution with a mean value of 1024 bytes. Since the packet size is below the 2034 bytes limit, fragmentation is not needed. Direct sequence spread spectrum (DSSS) is used for both users; the channel access mechanism is based on the CSMA/ CA MAC protocol and the IEEE 802.11b.
Traffic Generation and Channel Usage Pattern
A traffic flow control mechanism based on an events based technique is deployed to model the primary user activity to generate an ON/OFF traffic over the period of 300 s, the ON periods are the busy time and the OFF periods are the idle times for secondary access [16] . Figure 5 illustrates the 0/1 states, 0 denoting the channel is free and 1 denoting the channel is busy and occupied by the primary user, these 0/1 alternating stages is referred to as the channel usage pattern and the OFF periods represents the spectrum opportunists or spectrum hole commonly known as white space. The secondary user has the ability to detect the OFF times of the primary user and transmit packets over the white space if it is not within the non-talk zone of the primary receiver. The black spaces are not good candidates for dynamic spectrum access as the secondary user will cause severe interference to the primary user which would degrade the minimum SIR at the primary receiver. However, the white spaces can be use for dynamic spectrum access. In this research, we assume all the OFF periods from a primary user transmission are considered as white spaces and can be identified instantaneously.
Performance In Terms of Electromagnetic Interference (EMI) Avoidance and Packet Loss
A time slot RTS/CTS channel access mechanism was used by both PU and SU. overlap of primary and secondary user transmission when using cognitive CSMA/CA MAC protocol. The thickness of the red bars indicates SU transmissions of packets twice or three times within the white space (since the secondary user's transmission is continuous within the periods of white space to increase channel utilization). The transmission overlaps indicate interference at primary receiver due to secondary user transmission. The interference of the proposed dynamic spectrum access model is less than that of traditional CSMA/CA protocol as it allows white space to be detected so transmission occurs at an appropriate time, rather than sending a RTS and not getting CTS. This makes better use of the available white space. This provides optimal channel access control policy for the secondary users in cognitive radio networks. Optimization of the maximum permissible transmission distance for secondary user transmission would provide a better performance in the network. Simulation using OPNET indicates a maximum packet loss of 1.5% is experienced at the primary receiver using the traditional CSMA/CA protocol while the simulation indicates a maximum of 0.001% loss when employing the cognitive CSMA/CA protocol. These values were obtained by comparing the packets sent by the primary transmitter and the received packets at the primary receiver. This indicates that the overall network throughput per unit time of the cognitive protocol is better than that of CSMA/CA protocol. For packet loss intolerant applications such as VOIP even a packet loss of 1% can significantly degrade a VOIP call [24] . Further analysis has been carried out on the effects of the relative positions of the SUTx to the PRx on packet loss. Results indicate that there is a higher packet loss when the secondary user is transmitting within the non-talk zones [16] i.e. distance less than 200 m from the primary receiver, any transmission within the non-talk zone would degrade the SIR at the primary receiver by 6 dB. The further away the secondary transmitter was from the primary receiver, the less interference it caused and low packet loss was recorded. In conclusion, for optimum channel access control policy, the interference range D2 for the primary receiver must be maintained.
Performance in Terms Spectrum Utilization Efficiency as a Function of the Number of Secondary Users
Network throughput is the average rate of successful packet delivery over the channel. Throughput can be normalized and measured relative to the channel bit rate in bits/s to obtain the channel utilization. Figure 7 shows the channel (spectrum) utilization as a function of the number of secondary users for both the standard CSMA/ CA MAC protocol and the proposed cognitive MAC protocol. The data rate for each user is 11Mbps and the packet inter arrival rate follows the exponential distribution with a mean value of 1000 packets/sec. Spectrum utilization of about 15% is measured when only the primary user is transmitting. When secondary users start transmitting on the channel, the proposed MAC protocol ives a better throughput than the standard CSMA/CA g protocol, as it limits the transmit power and range for the secondary transmitter to avoid interference to the primary receiver. From Figure 7 , the spectrum utilization is 99.91% and 73.31% when five secondary users are accessing the network for the proposed MAC protocol and standard CSMA/CA protocol respectively. It shows that the proposed protocol improves spectrum utilization by about 27% while limiting the interference imposed on the primary receiver.
Conclusion
Regulatory bodies are becoming aware of the significance of opening up the TV white space which would give an improvement in the spectrum utilization and also lead to increased revenue generation. The design of an efficient MAC protocol for DSA is the key to the success of cognitive radio networks. A MAC protocol for DSA has been proposed for use in a wireless regional area networks (WRAN). The performance of this protocol has been analysed by simulation and the results show that the proposed scheme improves the spectrum utilization efficiency by about 27%. It also protects the primary user from interference from secondary users and reduces the packet loss to about 0.001% which is about three orders of magnitude lower than the standard CSMA/CA MAC protocol.
